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Abstract—The Goppa Code Distinguishing (GCD) problem
consists in distinguishing the matrix of a Goppa code from a
random matrix. Up to now, it is widely believed that the GCD
problem is a hard decisional problem. We present the first
technique allowing to distinguish alternant and Goppa codes
over any field. Our technique can solve the GCD problem in
polynomial-time provided that the codes have rates sufficiently
large. The key ingredient is an algebraic characterization of the
key-recovery problem. The idea is to consider the dimension
of the solution space of a linearized system deduced from a
particular polynomial system describing a key-recovery. It turns
out that experimentally this dimension depends on the type of
code. Explicit formulas derived from extensive experimentations
for the value of the dimension are provided for “generic” random,
alternant, and Goppa code over any alphabet. Finally, we give
explanations of these formulas in the case of random codes,
alternant codes over any field and binary Goppa codes.
Index Terms—McEliece’s cryptosystem, Algebraic cryptanalysis, Goppa code distinguishing.

I. I NTRODUCTION

T

HIS paper investigates the difficulty of the Goppa Code
Distinguishing (GCD) problem which first appeared in
[1]. This is a decision problem that aims at recognizing a
generator matrix of a binary Goppa code from a randomly
drawn binary matrix. Up to now, it is assumed that no polynomial time algorithm exists that distinguishes a generator matrix
of a Goppa code from a randomly picked generator matrix.
The main motivation for introducing the GCD problem is to
reduce the security of the McEliece public-key cryptosytem
[2] to the difficulty of decoding a random linear code. Since
its apparition, this cryptosystem has withstood many attacks
and after more than thirty years now, it still belongs to the
very few unbroken public key cryptosystems. This situation
substantiates the claim that inverting the encryption function,
and in particular recovering the private key from public data,
is intractable. The classical methods that are dedicated to
inverting the McEliece encryption function without finding a
trapdoor all resort to the use of the best general decoding algorithms [3]–[7]. All these algorithms, whose time complexity
is exponential, attempt to solve the long-standing problem of
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decoding random linear code [8]. They also assume (implicitly
or explicitly) that there does not exist an algorithm that is able
to decode more efficiently McEliece public keys. Let us note
that if ever such an algorithm exists, it would permit to solve
the GCD problem.
On the other hand, no significant breakthrough has been
observed with respect to the problem of recovering the private
key [9], [10]. This has led to claim that the generator matrix
of a binary Goppa code does not disclose any visible structure
that an attacker could exploit. This is strengthened by the
fact that Goppa codes share many characteristics with random
code. For instance they asymptotically meet the GilbertVarshamov bound, they have a trivial permutation group, etc.
Hence, the hardness of the GCD problem has become a
classical belief, and as a consequence, a de facto assumption
to prove the semantic security in the standard model (INDCPA in [11] and IND-CCA2 in [12]), and the security in the
random oracle model against existential forgery [1], [13] of
the signature scheme [1].
We present a deterministic polynomial-time distinguisher
for high rate codes. This kind of codes are mainly encountered
with the public keys of the signature scheme [1]. It is based
on the algebraic attack developped against compact variants
of McEliece [14]. In this approach, the key-recovery problem
is transformed into the one of solving an algebraic system. By
using a linearization technique, we are able to derive a linear
system whose rank is different from what one would expect.
More precisely, we observe experimentally that this defect in
the rank is directly related to the type of codes. We provide
explicit formulas for “generic” random, alternant, and Goppa
code over any alphabet. We performed extensive experiments
to confirm that the formulas are accurate. Eventually, we prove
the formula in the random case and give explanations in the
case of alternant codes over any field and binary Goppa codes.
We refer to the full version of the paper [15] for the details
of the proofs. We insist on the fact that the existence of our
distinguisher does not undermine the security of primitives
based on Goppa codes, but basically, it proves that the GCD
assumption is false for some parameters.
The paper is organized as follows. In Section II, we introduce the algebraic system that any McEliece cryptosystem
must satisfy. In Section III, we construct a linear system
deduced from the algebraic system. This defines an algebraic
distinguisher. We then provide explicit formulas that predicts
the behavior of the distinguisher coming from heavy experimentations. In Section IV, we give a proof of its typical
behavior in the random case. In Section V and Section VI,
we give explanations of the formulas for alternant and binary

Goppa codes. Lastly, we conclude over the cryptographic
implications the distinguisher induces.
II. A LGEBRAIC C RYPTANALYSIS OF M C E LIECE - LIKE
C RYPTOSYSTEMS
The McEliece cryptosystem relies on binary Goppa codes
which belong to the class of alternant codes. It is convenient
to describe this class through a parity-check matrix over an
extension field Fqm of Fq over which the code is defined.
For alternant codes of length n 6 q m , there exists a paritycheck matrix with a very special form related to rectangular
Vandermonde matrices:


∙ ∙ ∙ yn
y1
 y x
∙ ∙ ∙ yn xn 
def  1 1

V r (x, y) =  .
(1)

..
 ..
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where x = (x1 , . . . , xn ) and y = (y1 , . . . , yn ) are in (Fqm )n .
Definition 1 (Alternant code): The alternant code of order
r over Fq associated to x = (x1 , . . . , xn ) ∈ (Fqm )n where
n
∗
all xi ’s are distinct
 andn y = (y1 , . . . T, yn ) ∈ Fqm denoted
by Ar (x, y) is c ∈ Fq | V r (x, y)c = 0 . The dimension
k satisfies k > n − rm.
A key feature about alternant codes of degree r is the fact
that there exists a polynomial time algorithm decoding all
errors of weight at most 2r once a parity-check matrix is given
in the form V r (x, y).
Definition 2 (Goppa codes): The Goppa code G (x, Γ) over
Fq associated to a polynomial Γ(z) of degree r over Fqm and
a certain n-tuple x = (x1 , . . . , xn ) of distinct elements of Fqm
satisfying Γ(xi ) 6= 0 for all i, 1 6 i 6 n, is the alternant code
Ar (x, y) of order r with yi being defined by yi = Γ(xi )−1 .
Goppa codes, viewed as alternant codes, naturally inherit
a decoding algorithm that corrects up to 2r errors. But in the
case of binary Goppa codes, we can correct twice as many
errors (Fact 1). The starting point is the following result given
in [16, p. 341].
Theorem 1: A binary Goppa code G (x, Γ) associated to a
Goppa polynomial Γ(z) of degree r without multiple roots is
equal to the alternant code A2r (x, y), with yi = Γ(xi )−2 .
Fact 1 ([17]): There exists a polynomial time algorithm
decoding all errors of Hamming weight at most r in a Goppa
code G (x, Γ) when Γ(z) has degree r and has no multiple
roots, if x and Γ(z) are known.
We are now able to construct an algebraic system as explained in [14] for the McEliece cryptosystem. This algebraic
system is the main ingredient of the distinguisher. We assume
that the public matrix is a k × n generator matrix G. We have
seen that the knowledge of V r (x∗ , y ∗ ) permits to efficiently
decode. By definition of G, we have:
V r (x∗ , y ∗ )GT = 0.
Let X1 , . . . , Xn and Y1 , . . . , Yn be 2n variables corresponding
to the x∗i ’s and the yi∗ ’s. Observe that such x∗i ’s and yi∗ ’s are
a particular solution [14] of the following system:
gi,1 Y1 X1j + . . . + gi,n Yn Xnj = 0

(2)

with 1 6 i 6 k and 0 6 j 6 r − 1, and where the gi,j ’s are
the entries of the known matrix G.
Solving this system boils down to finding an equivalent
private key. For compact variants [18], [19] of [2], additional structures permit to drastically reduce the number of
variables allowing to solve (2) for a large set of parameters
in polynomial-time using dedicated Gröbner bases techniques
[14]. The general case is currently an open problem.
III. A D ISTINGUISHER OF A LTERNANT AND G OPPA
C ODES
We present in this part the algebraic distinguisher which
is based on the non-linear system (2). We can assume that
G = (gij ) with 1 6 i 6 k and 1 6 j 6 n is in reduced
row echelon form over its k first positions i.e. G = (Ik | P)
where P = (pij ) for 1 6 i 6 k, k + 1 6 j 6 is the submatrix
of G formed by its last n − k = mr columns. We describe
now a simple way for solving (2). For any i ∈ {1, . . . , k} and
e ∈ {0, . . . , r − 1}, we can rewrite (2) as
Yi Xie =

n
X

pi,j Yj Xje .

(3)

j=k+1

Thanks to the trivial identity Yi Yi Xi2 = (Yi Xi )2 , for all i in
{1, . . . , k}, we get for all i ∈ {1, . . . , k}:
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n
n
n
X
X
X
pi,j Yj
pi,j Yj Xj2 = 
pi,j Yj Xj  .
j=k+1

j=k+1

j=k+1

It is possible to reorder this to obtain:
n−1
X

n
X

j=k+1 j 0 >j


pi,j pi,j 0 Yj Yj 0 Xj20 + Yj 0 Yj Xj2 = 0.
def

We can now linearize this system by letting Zjj 0 =
Yj Yj 0 Xj20 + Yj 0 Yj Xj2 . We obtain a system LP of k linear
equations involving the Zjj 0 ’s:


n
 n−1

X
X
def
LP =
pi,j pi,j 0 Zjj 0 = 0 i ∈ {1, . . . , k} . (4)


0
j=k+1 j >j

To solve this system it is necessary that the number of equa-
tions is greater than the number of unknowns i.e. k > mr
2
with the hope that the rank of LP denoted by rank(LP ) is
almost equal to the number of variables. Observe that the
linear systems (4) have coefficients in Fq whereas solutions are
sought in the extension field Fqm . But the dimension D of the
vector space solution of LP does not depend on the underlying
field because LP can always be seen as a system over Fqm .
Remark that we obviously have D = mr
2 − rank(LP ).
We carried out intensive computations with Magma [20]
by randomly generating alternant and Goppa codes over
the field Fq with q ∈ {2, 4, 8, 16, 32} for r in the range
{3, . . . , 50} and several values of m. Furthermore, in our
probabilistic model, a random alternant code is obtained by
picking uniformly and independently at random two vectors
(x1 , . . . , xn ) and (y1 , . . . , yn ) from (Fqm )n such that the xi ’s
are all different and the yi ’s are all nonzero. A random Goppa

code is obtained by taking a random vector (x1 , . . . , xn ) in
(Fqm )n with all theP
xi ’s different and a random irreducible
polynomial Γ(z) = i γi z i of degree r. In our experiments,
it appears that D is amazingly large even in the case where
k > mr
2 . It even depends on whether or not the code with
generator matrix G is chosen as a (generic) alternant code or
as a Goppa code. Interestingly enough,
 when
 G is chosen at
with very high
random, rank(LP ) is equal to min k, mr
2
probability. In particular, the dimension of the solution space
is typically
0 when k is larger than the number of variables

mr
as
one
would expect. This will be proved in Section IV.
2
Although this defect in the rank is an obstacle to break
the McEliece cryptosystem, it can be used to distinguish the
public generator from a random code. But before doing so, let
us remark first that although the linear system LP is defined
over Fq , there exists potentially two vector spaces of solutions
depending on whether we focus on Fqm or Fq . We shall
see that this ambiguity can be solved through the following
definition.
Definition 3: For any integer r > 1 and m > 1, let us

def
the number of variables in the linear
denote by N = mr
2
system LP as defined in (4) and D the dimension of the vector
space of solutions of LP . The normalized dimension of LP
def D
denoted by Δ is defined as Δ = m
.
Throughout the paper we consider three cases: when the
pij ’s are chosen uniformly and independently at random in Fq
then we denote the normalized dimension by Δrandom . When
G is chosen as a generator matrix of a random alternant (resp.
Goppa) code of degree r, we denote it by Δalternant (resp.
ΔGoppa ). Our experiments have revealed that the normalized
dimension of the vector space over Fq of the solutions of (4)
is predictable and follows formulas.
Experimental Fact 1 (Alternant Case): As long as N −
mΔalternant < k, with very high probability the normalized
dimension Δalternant is equal to Talternant where by definition:


q e+1 − 1
def 1
(5)
Talternant = (r − 1) (2e + 1)r − 2
2
q−1

def 
and where e = logq (r − 1) .
As for the case of random Goppa codes we also obtain
formulas different from those of alternant codes. Note however
that the Goppa codes are generated by means of a random
irreducible Γ(z) of degree r and hence Γ(z) has no multiple
roots. In particular, we can apply Theorem 1 in the binary
case.
Experimental Fact 2 (Goppa Case): As long as N −
mΔGoppa < k, with very high probability the normalized
dimension ΔGoppa is equal to TGoppa where by definition:
 1

 2 (r − 1)(r − 2) = Talternant for r < q − 1

codes and Goppa codes. This distinguisher will be in particular
useful to distinguish McEliece public keys from random
matrices.
Definition 4: Let m and r be integers such that m > 1 and
r > 1. Let G be a k × n matrix whose entries are in Fq
def
with n 6 q m and k = n − rm. Without loss of generality,
we assume that G is systematic i.e. G = (Ik | P). Let LP
be the linear system associated to G as defined in (4), and Δ
the normalized dimension of LP . We define the Random Code
Distinguisher D as the mapping which takes in input G and
outputs b in {−1, 0, 1} such that D(G) = −1 if Δ = Talternant ,
D(G) = 0 if Δ = TGoppa , and D(G) = 1 otherwise.
IV. T HE R ANDOM C ASE
The purpose of this section is to study the behavior of
Drandom , namely the dimension of the solution space of LP
when the entries of the matrix P are drawn independently
from the uniform distribution over Fq . In this case, we can
show that:
Theorem 2: Assume that N 6 k and that the entries of P
are drawn independently from the uniform distribution over
Fq . Then for any function ω(x) tending to infinity as x goes
to infinity, we have that as mr goes to infinity


prob Drandom > mrω(mr) = o(1).

Notice that if choose ω(x) = log(x) for instance, then asymptotically the dimension Drandom of the solution space is with
very large probability smaller than mr log(mr). When m and
r are of the same order – which is generally chosen in practice
– this quantity is smaller than Dalternant or DGoppa which
are of the form Ω(mr2 ). The main ingredient for proving
Theorem 2 consists in analyzing a certain (partial) Gaussian
def
elimination process on the matrix M = (pij pij 0 ) 16i6k .
k+16j<j 0 6n

Basically it amounts to view the matrix M in block form,
each block consisting in the matrix B j = (pij pij 0 ) 16i6k
j<j 0 6n

with k + 1 6 j < n. Each B j is of size k × (rm − j). Notice
that in B j , the rows for which pi,j = 0 consist only of zeros.
To start the Gaussian elimination process with B 1 , we will
therefore pick up rm − 1 rows for which pi,k+1 6= 0. This
gives a square matrix M 1 . We perform Gaussian elimination
on M by adding rows involved in M 1 to put the first block
B 1 in standard form. We carry on this process with B 2 by
picking now rm − 2 rows which have not been chosen before
and which correspond to pi,k+2 6= 0. This yields a square
submatrix M 2 of size rm − 2 and we continue this process
until reaching the last block. The key observation is that:
rank(M ) > rank(M 1 ) + rank(M 2 ) + ∙ ∙ ∙ + rank(M rm−1 ).

A rough analysis of this process yields the theorem above.
The important point is what happens for different blocks are



 1 r (2e + 1)r − 2q e + 2q e−1 − 1 for r > q − 1 independent processes, it corresponds to looking at different
2
(6) rows of the matrix P. A more detailed analysis would probably
yield a stronger result that prob(Drandom > ω(mr)) = o(1),
and where e is the unique integer such that:
for
any function ω going to infinity with mr or allowing to
q e − 2q e−1 + q e−2 < r 6 q e+1 − 2q e + q e−1 .
treat the case N > k where we would like to show that
Based upon these experimental observations, we are now able prob(Drandom > N − k + ω(mr)) = o(1). This is beyond
to define a distinguisher between random codes, alternant the scope of this paper (See details in the full version [15]).
def

TGoppa =

V. I NTERPRETATION OF THE N ORMALIZED D IMENSION –
T HE A LTERNANT C ASE
We consider alternant codes over Fq of degree r. The goal is
to identify a set of vectors of (Fqm )n which, after decomposing
each entry according to a basis of Fqm over Fq , provides a
basis of the solution space of LP . Let us observe that to set up
the linear system LP as defined in (4), we have used the trivial
identity Yi Yi Xi2 = (Yi Xi )2 . Actually, we can use any identity
Yi Xia Yi Xib = Yi Xic Yi Xid with a, b, c, d ∈ {0, 1, . . . , r − 1}
such that a + b = c + d. It is straightforward to check that we
obtain the same algebraic system LP with:
n
X
X

pi,j pi,j 0 (Yj Xja Yj 0 Xjb0

j=k+1 j 0 >j
Yj Xjc Yj 0 Xjd0

+

Yj 0 Xja0 Yj Xjb

+ Yj 0 Xjc0 Yj Xjd ) = 0.

+
(7)

So, the fact that there are many different ways of combining
the equations of the algebraic system together yielding the
same linearized system LP explains why the dimension of
the vector space solution is large. For larger values of r,
`
the automorphisms of Fqm of the kind x 7→ xq for some
` ∈ {0, . . . , m − 1} can be used to obtain the identity for any
0
0
integers a, b, c, d, `, `0 such that aq ` + bq ` = cq ` + dq ` . We
get again the linear system LP but the decomposition over
Fq of the entries of vectors obtained from such equations
give vectors that are
dependent
of those coming
from
the
0
0
`−`0
`−`0
bq `−`
dq `−`
a q
c q
X
Y
X
=
Y
X
Y
X
if
we
identity Yi i i
i i i
i
i
assume `0 6 `. Therefore, we are only interested in vectors that
satisfy equations obtained with 0 6 a, b, c, d < r, 0 6 ` < m
and a + q ` b = c + q ` d.
Definition 5: Leta, b, c and d be integers in {0, . . . , r − 1}
`
and an integer ` in 0, . . . , blogq (r
 − 1)c such that
 a+q b =
def

c + q ` d. We define Z a,b,c,d,` = Z a,b,c,d,` [j, j 0 ]

k+16j<j 0 6n
`
`
`
q` b
a q
a
where Z a,b,c,d,` [j, j ] = Yj Xj Yj 0 Xj 0 + Yj 0 Xj 0 Yjq Xjq b +
`
`
`
`
Yj Xjc Yjq0 Xjq0 d + Yj 0 Xjc0 Yjq Xjq d , for any j and j 0 satisfying
0
0

def

k + 1 6 j < j 6 n.
Without loss of generality, we can assume that d > b and
def
set δ = d − b. The next proposition shows that some vectors
Z c+q` δ,b,c,b+δ,` can be expressed as a linear combination of
vectors defined with δ = 1.
Proposition 1: Let `, δ, b and c be integers such that ` > 0,
δ > 1, 1 6 b + δ 6 r − 1 and 1 6 c + q ` δ 6 r − 1. Let us
def
def
assume that δ > 2 and let bi = b+i−1 and ci = c+q ` (δ −i).
We have
Z c+q` δ,b,c,b+δ,` =

δ
X

Z ci +q` ,bi ,ci ,bi +1,` .

(8)

i=1

Definition 6: Let Br be the set of nonzero vectors
Z c+q` δ,b,c,b+δ,` obtained with tuples (δ, b, c, `) such that δ = 1
while satisfying 0 6 b < c 6 r − 2 if ` = 0, and if
1 6 ` 6 blogq (r − 1)c:

0 6 b 6 r − 2,
0 6 c 6 r − 1 − q` .
Proposition 2: For any integer r > 3 the cardinality of Br
is equal to Talternant .

Proposition 2 gives an explanation of the value of Dalternant
and gives the following heuristic.
Heuristic 1: Consider a certain decomposition of the elements of Fqm in a Fq basis. Let πi : Fqm → Fq be the function
giving the i-th coordinate in this decomposition where 1 6 i 6
m. By extension we denote for z = (zj )16j6n ∈ (Fqm )n by
πi (z) the vector (πi (zj ))16j6n ∈ Fnq . Then, for any j such
that 1 6 j 6 n and for random choices of xj ’s and yj ’s, the
set {πi (Z) | 1 6 i 6 m, Z ∈ Br } forms a basis of the vector
space of solutions of LP .
VI. I NTERPRETATION OF THE N ORMALIZED D IMENSION –
T HE B INARY G OPPA C ASE
In this section we will explain Experimental Fact 2 observed
for binary Goppa codes. We denote by r the degree of the
Goppa polynomial. The theoretical expression TGoppa has a
simpler expression in that special case.

def
def
Proposition 3: Let e = dlog2 re + 1 and N = mr
2 . When
q = 2, Formula (6) can be simplified to:

1 
(9)
TGoppa = r (2e + 1)r − 2e − 1 .
2
Theorem 1 shows that a binary Goppa code of degree r can
be regarded as a binary alternant code of degree 2r. This seems
to indicate that we should have DGoppa (r) = mTalternant (2r).
This is not the case however. It turns out that DGoppa (r) is
significantly smaller than this. In our experiments, we have
found out that the vectors of B2r still form a generating set
for the solution space of LP , but they are not independent
anymore. Our goal is therefore to identify the dependencies
between πi (Z)’s with Z in B2r . Although we are firstly
interested in linear relations between the πi (Z)’s, we shall see
that many of them come from F2m -relations that link directly
the Z’s as shown by the following proposition which exploits
the fact that the Yi ’s are derived from the Goppa polynomial
Γ(z) by Yi = Γ(Xi )−1 .
Proposition 4: Let t, ` and c be integers such that 0 6 t 6
r − 2, 1 6 ` 6 blog2 (2r − 1)c and 0 6 c 6 2r − 2` − 1. We
def
set c∗ = c + 2`−1 . It holds that:
r
X
`
γb2 Z c+2` ,t+b,c,t+b+1,` =
b=0

Z c∗ +2`−1 ,2t,c∗ ,2t+1,`−1 + Z c+2`−1 ,2t+1,c,2t+2,`−1 .

(10)

As a consequence, the set {πi (Z) | 1 6 i 6 m, Z ∈ B2r } can
not be a basis of the linearized system in the Goppa case.
Proposition 5: The number NL of equations of the
def
form (10) is 2(r−1) (ru + 1 − 2u ) where u = blog2 (2r−1)c.
Notice that each equation of the form (10) involves one
vector of B2r that does not satisfy the other equations. These
equations are therefore independent and if we denote by <
B2r >F2m the vector space over F2m generated by the vectors
of B2r we should have:
dim < B2r >F2m 6 |B2r | − NL .

The experimentations we have made indicate that actually
equality holds here. However, this does not mean that the
dimension of the vector space over F2 generated by the set

{πi (Z) | Z ∈ B2r , 1 6 i 6 m, Z ∈ B2r } is equal to
m dim < B2r >F2m . It turns out that there are still other
dependencies among the πi (Z)’s. To see this, let us define

def
the vector Qa,b,c,d,` = Qa,b,c,d,` [j, j 0 ] k+16j<j 0 6n with:
2

Qa,b,c,d,` [j, j 0 ] = (Z a,b,c,d,` [j, j 0 ]) .

Observe also that for any 1 6 i 6 m we always have
πi (Qa,b,c,d,` ) in {πi (Z) | 1 6 i 6 m, Z ∈ B2r }.
Proposition 6: For any integers b > 0, t > 0, δ > 1 and `
such that 0 6 ` 6 blog2 (2r − 1)c − 1, b + δ ≤ 2r − 1 and
t + 2` δ 6 r − 1, we have
Z 2t+2`+1 δ,b,2t,b+δ,`+1 =

r
X

γc2 Qc+2` δ,b,t+c,b+δ,` .

(11)

c=0

Proposition 7: Let NQ he number of vectors of B2r satisdef
fying Equation (11) and u = blog2 (2r − 1)c, we have that
NQ = (2r − 1)(ru − 2u + 1).

Each of such equation gives rise to m linear equations over
F2 involving the πi (Z) for Z in B2r . Therefore, it could be
expected that ΔGoppa = |B2r | − NL − NQ . But, some of the
NQ vectors of B2r are counted twice because they appear both
in linear relations of the form (10) and “quadratic” equations
of the form (11). Let NL∩Q be the number of such vectors.
By counting them carefully we can prove that:

Proposition 8: NL∩Q = (r − 1) (u − 12 )r − 2u + 2 where
def

u = blog2 (2r − 1)c.
Proposition 9: For any integer r > 2, we have

TGoppa (r) = |B2r | − NL − NQ + NL∩Q .
VII. C ONCLUSION AND C RYPTOGRAPHIC I MPLICATIONS
The existence of a distinguisher for the specific case of
binary Goppa codes is not valid for any value of r and m but
that is close
tends to be true for codes that have a rate n−mr
n
to one. This kind of codes are mainly encountered with the
signature scheme [1]. If we assume that the length n is equal to
2m and we denote by rmax the smallest integer r such that N −
mTGoppa > 2m − mr then any binary Goppa code defined of
degree r < rmax can be distinguished (Table I). For example,
the binary Goppa code obtained with m = 13 and r = 19
corresponding to a McEliece public key of 90 bits of security,
is distinguishable. More interestingly, all the keys proposed in
[21] for the signature scheme can be distinguished. We recall
that the existence of such a distinguisher does not undermine
the security of [2] and [1]. It only shows that their security
should not be reduced to the difficulty of decoding a random
linear code by means of the GCD assumption. Therefore this
would suggest to directly assume that the McEliece trapdoor
function is one-way without any other assumptions.
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